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Patient records are a valuable resource for health research. Access to the data in these records helps 

researchers better understand disease and develop treatments that can save lives. 

 

Regulations governing use of these data in the past have been ambiguous and as a result it can be difficult for 

researchers to use them. We believe that it is possible to encourage the safe and secure sharing of these data 

to facilitate research whilst protecting patient confidentiality. This needs a simpler and more agile regulatory 

framework, a concerted effort to publicise the important role patient data plays in research and better systems 

and infrastructure that encourage data sharing whilst preserving their security. 

 

Our Summary Statement 
 

1. Patient data is valuable 

 

Researchers have made life saving advances using patient data and patients want their data to be 

used. 

 Researchers use patient data to better understand trends in conditions and the outcome of 

treatments, for example identifying the link between smoking and lung cancer. And access to 

data allows researchers to identify patients to invite to take part in trials of new drugs. Trials which 

we know people want opportunities to be involved in – 72 per cent of 1000 adults surveyed in 

2011 would like to take part in research trials. 

 

2. Protecting confidentiality 
 

We can access patient data in a way that both respects people’s rights and allows us to conduct 

publicly valuable research. 

 We believe that all anonymised patient data should be made freely available to researchers and 

that key coded data (so called pseudonymised) should also be similarly available to researchers 

provided that the key that breaks the code is held separately and securely. 

 Identifiable data should only be accessed with consent from the individual involved. Where 

research is very important and it is not practical or possible to get consent from everyone, we 

believe the Health Research Authority (HRA) can regulate access to identifiable data effectively 

but is must explain clearly to the public how it will do this so that people have confidence in 

research processes. 

 Data sharing technologies and the governing regulations need to keep pace with technological 

advance so people can continue to feel their confidentiality is protected. 

 

3. Public understanding and choice 
 

It is important that people can understand how their data is used and their confidentiality 

protected. We need: 

 The NHS to publicise the NHS Constitution and develop supporting information to clearly explain 

how people’s data will be handled and each person’s rights. 

 NHS staff to be given information and training to understand the guidelines around the use of 

patient data and their responsibilities. 

 Tailored resources to help answer patient’s questions available on NHS websites including NHS 

Choices and the UK Clinical Trials Gateway.for example the UK Clinical Research Collaboration 

leaflet Health records save lives should be distributed more widely in GP’s surgeries and 

pharmacists. 
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A better system is needed that encourages patients to be involved in research and allows them to 

choose how they would like to be. We need: 

 Patients to be approached to take part in research by trusted individuals, usually their GPs, who 

can provide further information and answer their questions. This information could be collated on 

the UK Clinical Trials Gateway. 

 Opportunities for people to self-refer their interest in taking part in research without contacting 

their GP. Information on how to do this should be linked with the UK Clinical Trials Gateway. 

 

4. Improving the system 

 

We need better systems and infrastructure that encourage data sharing whilst preserving their 

security 

 

We need a simpler regulatory framework: 

 Focusing Caldicott Guardians on facilitating the delivery of research studies that have gained 

approval to use data, rather than being involved in the approval process. 

 The UK government to engage with Europe as data protection legislation is updated to ensure 

this supports safe and secure access to patient data for research. 

 

We need standardised models for gathering and sharing data. We need: 

 Health Education England to equip NHS staff with the skills to handle and use data. 

 NHS England to promote best practice in the handling, use and sharing of data by Clinical 

Commissioning Groups and the providers they commission services from. 

 GPs to be required to share their data with the Clinical Practice Research Datalink (CPRD 

 The Clinical Practice Research Datalink (CPRD) to be extended UK-wide and to link with other 

datasets so researchers can safely access the data contained within them. 

 The NHS to work closely with the many disease-specific registries that already exist to ensure 

researchers can access this data, including those developed for example by disease-focused 

charities. 

 

 

 

 

 

 

 

 

 

About us 

 

The Association of Medical Research Charities is the national membership organisation of leading medical 

and health research charities. Our vision is charities delivering high-quality research to improve health and 

wellbeing for all. 

 

In 2011, our members invested over £1 billion into health research in the UK; much of this is possible because 

people choose to donate their money to support research to develop new treatments and cures. Improving 

researchers’ access to patient data is particularly important for delivering these benefits. 

 

Many of our members also represent patient group and are able to provide a unique perspective reflecting the 

views of both patients and researchers. 
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1 - Patient data is valuable 

Researchers have made life saving advances using patient data and patients want their data to be 

used. 
 

 

Information about patients is routinely collected by the NHS during the course of their care. These patient 

records are a treasure trove of information that can be used to conduct research to improve care for everyone. 

 

These patient data can be anonymised and used by researchers to find trends in conditions and follow the 

outcomes of different treatments. 

 

This epidemiological research has helped us discover: 

 That there is a link between smoking and lung cancer 

 That the prescription of Thalidomide to expectant mothers led to children being born with birth defects 

 That the HIV/AIDs virus may be passed from person to person by infected needles, contaminated 

blood and unprotected sexual intercourse 

 That there is no link between the Measles, Mumps, Rubella (MMR) vaccination and autism 

 

CASE STUDY – An alarming increase in alcohol related facial injuries 

 

In 1997, an audit of 6,115 facial injuries presented in UK hospitals recorded the types of injury and the 

events surrounding them. Results showed a strong link between excessive alcohol consumption and 

serious facial injuries, assaults or road traffic accidents (RTAs). Those aged between 15 and 25 

suffered the greatest number of facial injuries. 

 

A second audit following the same protocol was undertaken by the National Facial and Oral Research 

Study Centre in 2008. It found alcohol-related RTAs and alcohol-related assaults in the under-16 and 

16-25 year old age groups had increased since 1997. 

 

These audits provide a snapshot of facial injury levels in the UK and the reasons why they occur, 

allowing healthcare teams to monitor trends and allocate resources accordingly. 

Research supported by the Facial Surgery Research Foundation – Saving Faces 

 

Researchers can also use these data to identify particular groups of people who can then be invited to take 

part in research studies 

 

We know people want to be involved in research in this way: 

 An Ipsos MORI poll of nearly 1000 adults in 2011 found that 72 per cent would like to be offered 

chances to take part in research trials  

 The same poll found that 80 per cent would like their doctor to offer them the opportunity to allow a 

researcher confidential access to their medical records with no other involvement from them  

 The National Cancer Patient Experience survey 2011/12 found that 95% of patients who had 

discussed research were glad they had the opportunity. And of those that were not asked, 53% said 

they would have liked to be asked about research. 

 Of 1.2 million UK women contacted to take part in the UK Collaborative Trial of Ovarian Cancer 

Screening, only 32 complained they had been contacted. 

 

Sometimes researchers might need access to identifiable information, for example date of birth or location of 

the people they are studying. 
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CASE STUDY - Power lines and the risk of childhood leukaemia  

 

Cancer registries were used to identify 33,000 children with cancer, aged up to 14 years. The study 

showed that, compared with children who lived greater than 600m from a line at birth, those who lived 

within 200m had an increased risk of leukaemia (relative risk: 1.69). 

 

This study involved information that a child of a particular age lives in a specific postcode. These two 

pieces of information alone might enable the identification of an individual child. 
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2 - Protecting confidentiality 
 

When accessing patient data for research the rights of individuals can be preserved whilst still 

ensuring the public value of this research. 

 We believe that all anonymised patient data should be made freely available to researchers and that key 

coded data (so called pseudonymised) should also be similarly available to researchers provided that the 

key that breaks the code is held separately and securely. 

 Identifiable data should only be accessed with consent from the individual involved. Where research is 

very important and it is not practical or possible to get consent from everyone, we believe the Health 

Research Authority (HRA) can regulate access to identifiable data effectively but it must explain clearly to 

the public how it will do this so that people have confidence in research processes. 

 Data sharing technologies and the governing regulations will need to keep pace with technological 

advance so people can continue to feel their confidentiality is protected. 
 

 

Patient data contains very sensitive and personal information about individuals. 

Enabling researchers to access this data has the power to do enormous good, but this information is highly 

confidential and must be kept safe and secure at all times. 

 

How is patient data handled? 

 

All research using NHS patient data must be approved by an NHS research ethics committee. Researchers 

can access different types of data: 

 

Anonymised data – all identifiable information is removed from the data so no link can be made with the 

individual that it comes from. As this data cannot be linked back to individual people, this should be shared 

without seeking further consent. 

 

Key-coded data – no identifiable information is made available to the researcher using the data but a “key’ 

held by a custodian can be used to identify the original patient record it comes from. This is useful when 

researchers want to link up with data held elsewhere about the same person or need data to be updated over 

time such as is done within the Clinical Practice Research Datalink.  

 

CASE STUDY – Using linked routine health data to improve quality of life for kidney patients 

 

Kidney treatments are complex, with patients frequently suffering complications that result in lengthy 

hospital stays. A collaboration between the University of Sheffield and the UK Renal Registry is 

working to identify ways of preventing hospital readmission and improve the survival rates of kidney 

patients. The group have securely and anonymously linked the data of 22,000 patients receiving 

kidney replacement treatment to information on their hospital visits over a ten-year period. 

 

This is one of the first studies funded by the DH’s Research Capability Programme, showing how 

anonymous data can be used to improve healthcare. 

 

Provided that the key that breaks the code is held securely, separate from the key-coded data, researchers 

will only have access to data that are effectively anonymous so individual consent should not be needed.  

 

Identifiable data – includes information about the patient which identifies them such as name, address and 

NHS number. 

 

Currently where access to identifiable information is needed, each individual must give consent although 

rarely, in cases where research is very important and it is either not possible or not practical to seek consent 
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from everyone, the Secretary of State for Health can direct such data to be used without consent, under the 

guidance of the National Information and Governance Board for Health and Social Care (NIGB). 

 

Under the proposed draft Care and Support Bill the Health Research Authority (HRA) would take on this role. 

We welcome this development but given that decisions over access to identifiable data are very sensitive, it is 

important these are transparent and the HRA held to account so the public can have confidence in this 

process.  

 

We welcome the proportionate safeguards in place to keep data safe and secure while allowing researchers to 

access them. We need these to be kept under ongoing review to ensure they keep pace with technological 

advances and our ability to collect an increasing amount of personalised data so people can continue to feel 

their confidentiality is protected.   
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3 - Public understanding and choice 

 

It is important that people understand how their data is used and their confidentiality protected. We 

need: 

 The NHS to publicise the NHS Constitution and develop supporting information to clearly explain how 

people’s data will be handled and each person’s rights. 

 NHS staff to be given information and training to understand the guidelines around the use of patient data 

and their responsibilities. 

 Tailored resources to help answer patient’s questions available on NHS websites including NHS Choices 

and the UK Clinical Trials Gateway, for example the UK Clinical Research Collaboration leaflet Health 

records save lives should be distributed more widely in GP’s surgeries and pharmacists 

 

A better system is needed that encourages patients to be involved in research and allows them to 

choose how they would like to be.  

 Patients should be approached to take part in research by trusted individuals, usually their GPs, who can 

provide further information and answer their questions. This information could be collated on the UK 

Clinical Trials Gateway. 

 There should be opportunities for people to self-refer their interest in taking part in research without 

contacting their GP. Information on how to do this should be linked with the UK Clinical Trials Gateway. 
 

 

For people to have trust in and support their data being used for research they need to have information about 

why and how their data will be accessed and by whom, and how their confidentiality will be protected. 

 

The new NHS Constitution and supporting materials can play a valuable role here in: 

 Emphasising the importance of patient data for research and how such research helps the NHS to 

provide and improve healthcare. 

 Explaining that anonymous and key coded data will be used for research and that no further consent 

is needed.  

 Explaining that they may be approached to take part in research studies. 

 Ensuring that people are able to exercise their right to object to their identifiable data being used and if 

their wishes cannot be followed they will be given a clear explanation why. 

 

We need: 

 The NHS to publicise the NHS Constitution and develop supporting information to clearly explain how 

people’s data will be handled and each person’s rights.  

 NHS staff to be given information and training to understand the guidelines around the use of patient 

data and their responsibilities. 

 Tailored resources to help answer patient’s questions available on NHS websites including NHS 

Choices and the UK Clinical Trials Gateway, for example the UK Clinical Research Collaboration 

leaflet Health records save lives should be distributed more widely in GP’s surgeries and pharmacists 

 

A better system is needed that encourages patients to be involved in research and allows them to choose how 

they would like to be.  

 

Patients want to be offered opportunities to take part in research but a better system is needed to ensure they 

have these opportunities 

 

Where patients are approached to take part in research, this must be by trusted individuals who can provide 

further information and answer their questions. 
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The Clinical Practice Research Datalink system places GPs in this role. Resources should be developed to 

help GPs answer their patients’ questions about research and refer them to patient groups and charities that 

can offer further support. This information could be collated on the UK Clinical Trials Gateway. 

 

Many patients may have better relationships with other carers including clinical consultants and charities. 

 

There should be opportunities for people to self-refer their interest in taking part in research without contacting 

their GP – see the SHARE NHS Scotland website http://www.registerforshare.org/index.php -  

 

Information on how to do this should be linked with the UK Clinical Trials Gateway. 

 

The Clinical Practice Research Datalink (CPRD)  

 

The Clinical Practice Research Datalink can open up many opportunities for patients to take part in 

research projects. 

 

CPRD is the national secure e health system which can link anonymised NHS data from GP practices, 

hospitals and other clinically relevant data sets to answer important health research questions. CPRD 

operates with full governance and ethics approvals and has multiple safeguards to protect the 

confidentiality of the data including the removal of identifiable information, this ensures that even 

though researchers can follow many patients' journey of care over time, they do not identify individual 

patients. 

 

Researchers from approved organisations including academia, industry and regulators can apply to 

CPRD for data for specific research projects which must be approved by an independent scientific 

advisory committee. Their results must be put into the public domain, where possible in a peer 

reviewed journal. There is a tiered system for charges to access the data, medical charities and 

academic institutions pay 50% of the commercial rate. These charges reflect the costs surrounding the 

extensive data stewardship programme that CPRD employs, in addition, they are bound by EU 

regulation to avoid any possible charge of government subsidy. 

 

A new technology enables researchers to search millions of anonymised records so they can very 

quickly identify groups of potential subjects who would be eligible to take part in a clinical trial or 

research project. The researchers do not know who these individuals are. The system can then 

contact the GP to invite these individuals to take part in a research project without having to see any 

identifiable information about them by automatically generating alerts to their GP. The GP will then 

assess whether it is appropriate for their patient to be approached and agree or disagree to a letter 

inviting them being generated.  
http://www.cprd.com/intro.asp  

  

http://www.registerforshare.org/index.php
http://www.cprd.com/intro.asp
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4 - Improving the system 
 

We need better systems and infrastructure that encourage data sharing whilst preserving their 

security 

 

We need a simpler regulatory framework: 

 Focusing Caldicott Guardians on facilitating the delivery of research studies that have gained approval to 

use data, rather than being involved in the approval process. 

 The UK government to engage with Europe as data protection legislation is updated to ensure this 

supports safe and secure access to patient data for research. 

 

We need standardized models for gathering and sharing data: 

 Health Education England to equip NHS staff with the skills to handle and use data. 

 NHS England to promote best practice in the handling, use and sharing of data by Clinical 

Commissioning Groups and the providers they commission services from. 

 GPs to be required to share their data with the Clinical Practice Research Datalink (CPRD) 

 The Clinical Practice Research Datalink (CPRD) to be extended UK-wide and to link with other datasets 

so researchers can safely access the data contained within them. 

 The NHS to work closely with the many disease-specific registries that already exist to ensure 

researchers can access this data, including those developed for example by disease-focused charities. 
 

 

To conduct research within the NHS, researchers must obtain local approvals for their project from R&D 

departments, local Caldicott Guardians and Ethics Committees at each site where the research is taking 

place. 

 

We believe it is possible to streamline the regulatory and governance system without compromising patient 

confidentiality by: 

 Focusing Caldicott Guardians on facilitating the delivery of research studies that have gained approval 

to use data, rather than being involved in the approval process. We agree with the Academy of 

Medical Sciences
1
 recommendation that the system of Caldicott Guardians should be replaced by a 

single centralised approval process. 

 The UK government engaging with Europe as data protection legislation is updated to ensure this 

supports safe and secure access to patient data but does not block research. 

The EU rules governing the use of data are being revised. This will have implications for regulations 

governing access to patient data for research. The UK government must engage with this process to 

ensure changes do not reduce researchers’ ability to access patient data. 

 

We need standardized methods for gathering and sharing data. 

 

Electronic patient records are universal in UK general practice. These records allow medical staff to quickly 

identify a patient’s treatment history, but also represent an important source of data for researchers. However, 

they are only as useful as the information they contain. 

 

                                                           
 
1
 Academy of Medical Sciences, A new pathway for the regulation and governance of health research, 2011 
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CASE STUDY - Maximising the benefits of patient records 

 

When inputting records, GPs allocate specific codes to each condition, for example ‘N040.00 

Rheumatoid arthritis’. These codes are consistent and easily searchable when analysing large 

datasets. However, as clinicians are able to enter free-text that is not coded into patient records, for 

example ‘sore hand’, an unknown amount of information is invisible to both audit and research. This 

can lead to levels of disease being underestimated, or a delay in referring patients to specialists. 

 

To improve records for research, a recent project investigated what information GPs enter as coded 

data or as free-text and why they make the decision to do so. The team sent two actors, posing as 

patients, to six surgeries, seeing 24 GPs in total. The ‘patients’ presented two medical problems in the 

same way to each of the doctors, who were then asked to explain the reasoning behind their notes. 

 

Understanding how doctors record information and how software interfaces influence data input is 

important to ensure that all potentially valuable data is collected.  

Wellcome Trust 

 

We welcome the government’s ambition to reinforce this country’s reputation as a global centre for health and 

care data and research. 

 

To do this, we need: 

 Health Education England to equip NHS staff with the skills to handle, use and share data effectively. 

 NHS England to promote best practice in the handling, use and sharing of data by Clinical 

Commissioning Groups and the providers they commission services from.  

 GPs to be required to share their data with Clinical Practice Research Datalink (CPRD). They should 

talk about sharing data with their patients, provide data to the datalink, and respond to requests to 

invite their patients to take part in research studies. 

 The Clinical Practice Research Datalink (CPRD) to be extended UK wide and to link with other 

datasets so researchers can safely access the data contained within them. CPRD is developing 

incrementally over time to link to further datasets including social care. 

 The NHS to work closely with the many disease-specific registries that already exist to ensure 

researchers can access this data including those developed for example by disease-focused charities, 


